ABSTRACT Nowadays, secure data access control has become one of the major concerns in a cloud storage system. As a logical combination of attribute-based encryption and attribute-based signature, attribute-based signcryption (ABSC) can provide confidentiality and an anonymous authentication for sensitive data and is more efficient than traditional ''encrypt-then-sign'' or ''sign-then-encrypt'' strategies. Thus, ABSC is suitable for fine-grained access control in a semi-trusted cloud environment and is gaining more and more attention in recent years. However, in many previous ABSC schemes, user's sensitive attributes can be disclosed to the authority, and only a single authority that is responsible for attribute management and key generation exists in the system. In this paper, we propose PMDAC-ABSC, a novel privacy-preserving data access control scheme based on Ciphertext-Policy ABSC, to provide a fine-grained control measure and attribute privacy protection simultaneously in a multi-authority cloud storage system. The attributes of both the signcryptor and the designcryptor can be protected to be known by the authorities and cloud server. Furthermore, the decryption overhead for user is significantly reduced by outsourcing the undesirable bilinear pairing operations to the cloud server without degrading the attribute privacy. The proposed scheme is proven to be secure in the standard model and has the ability to provide confidentiality, unforgeability, anonymous authentication, and public verifiability. The security analysis, asymptotic complexity comparison, and implementation results indicate that our construction can balance the security goals with practical efficiency in computation.
I. INTRODUCTION
With the rapid development of cloud computing, more people are coming to prefer moving both the large burden of data storage and computation overhead to the cloud server in a cost-effective manner [1] . In spite of the benefits of cloud computing, secure data access control is still one of the major challenging obstacles since the cloud server is not fully trusted by the data user and the data stored in the cloud may contain sensitive information [2] . Hence, to protect the user's privacy and provide data confidentiality, data owner has to encrypt the data before outsourcing the data to the cloud [3] . Moreover, fine-grained access control measure on the outsourced sensitive data is also desired from the viewpoint of data owner in order to share the data with other users who have certain attributes [4] . For example, to alleviate the storage and computation burden, the personal health record (PHR) service provider may assist the thirdparty cloud server to store the data. As the PHR data may include sensitive information, it should be guaranteed that only the doctor who is treating the patient has the privilege to access the data. A possible and practical cryptographic tool to provide confidentiality and impose fine-grained access control on sensitive data is attribute-based encryption (ABE) which encrypts the plaintext with a set of attributes (KeyPolicy ABE) or an access policy (Ciphertext-Policy ABE). However, in addition to data confidentiality and fine-grained access control, it is also essential that the access control mechanism has the ability to support anonymous authentication. For instance, when a data owner ''Alice'' uploads her health record to the cloud, the server can check that whether the data is outsourced by a user with certain credentials such as ''Female ∧ age ∈ [20, 30] ''. When a doctor of ''Hospital A'' accesses the data stored on the PHR cloud storage system, he can also verify that the data belongs to a patient with certain attributes such as ''Hospital A ∧ age ∈ [20, 30] '' while the patient's real identity ''Alice'' is kept secret.
One of the effective and promising strategies to address confidentiality, fine-grained access control, and anonymous authentication simultaneously is Attribute-based Signcryption (ABSC) [5] , [6] , which takes advantage of the attributebased encryption and attribute-based signature (ABS) and is more efficient than ''encrypt-then-sign'' or ''sign-thenencrypt'' approach. Basically, as a logical combination of ABE and ABS, ABSC scheme adopts ABE to provide data confidentiality and fine-grained access control, and ABS to support anonymous authentication. Traditionally, there are two categories of ABE schemes: Key-Policy ABE (KP-ABE) and Ciphertext-Policy ABE (CP-ABE). In the former one, the access policy (predicate) is embedded in the secret key. While in CP-ABE, access policy is associated with the plaintext message. Similarly, there are also two types of ABS schemes: Signature-Policy ABS (SP-ABS) and Key-Policy ABS (KP-ABS). In SP-ABS, the access policy is assigned to the signature, whereas in KP-ABS, the access policy is embedded in the secret key. The Ciphertext-Policy ABSC (CP-ABSC) [5] is the combination of CP-ABE and SP-ABS. In CP-ABSC scheme, the data owner signcrypts (sign and encrypt) the plaintext under the signing and encryption predicates, and then outsources the resulting ciphertext to the cloud server. Correspondingly, the data user can designcrypt (verify and decrypt) the ciphertext to check that whether the ciphertext is uploaded by the data owner with certain attributes satisfying signing predicate, and recover the plaintext if the user's attributes satisfy the encryption predicate. Similarly, Key-Policy ABSC (KP-ABSC) [6] supports KP-ABE and KP-ABS, wherein the signing and encryption predicates are associated with the user's secret key.
Although ABSC scheme can provide many useful properties such as confidentiality, fine-grained access control, and anonymous authentication, two problems must be considered when implementing ABSC scheme in cloud storage system. The first one is multi-authority. In many previous ABSC schemes, as in [7] - [10] , only one fully trusted central authority in the system is responsible for attribute management and secret key generation. However, in many real scenarios, the attributes of the data owner can be issued by different trust domains or authorities, and the predicates defined by the data owner for signing and encryption can also be written over the attributes monitored by multiple authorities. Hence, distributing the attribute management and the corresponding secret key generation in ABSC scheme from a single central authority over many independent authorities is necessary for practical application. The second one is attribute anonymity. For example, if the name, sex and address, which are used as the sensitive attributes of identity card [11] , are disclosed or collected, then the user can be identified and impersonated in the network society. The existing ABSC schemes leak no information regarding the attributes of data owner to the data user and cloud server by employing the ABS technique. However, the attributes will be disclosed to the authority during the secret key generation phase. In the multi-authority scenario, it is difficult to ensure all the authorities are fully trusted. If some of these authorities are corrupted, the user's privacy cannot be guaranteed.
Recently, many multi-authority ABE (MA-ABE) schemes and multi-authority ABS (MA-ABS) schemes, as in [12] - [17] , have been proposed to provide data access control and authentication in a multi-authority cloud storage setting. However, designing a multi-authority ABSC (MA-ABSC) scheme and proposing a data access control scheme based on MA-ABSC with attribute privacy protection have received very little attention so far. Meng and Meng [18] constructed a data access scheme in a decentralized setting based on identity signature and MA-ABE. However, the scheme does not consider attribute privacy protection and only supports threshold predicate in encryption protocol. Liu et al. [19] also constructed a KP-ABSC scheme supporting the key exposure protection. However, the scheme does not support multi-authority and public verification, and both the verification and decryption algorithms are required to be conducted by the data user to check and recover the plaintext, which results in a heavy computation overhead on the user side. Since CiphertextPolicy can enable the data owner to define the predicate and determine who have the privilege to access the data [9] , we focus on CP-ABSC instead of KP-ABSC to realize the data access control application.
A. CONTRIBUTIONS
In this paper, we propose PMDAC-ABSC, a novel privacypreserving multi-authority data access control scheme based on CP-ABSC. Public verifiability and expressiveness are also considered in our scheme. To provide attribute anonymity and enable the authority to issue the secret key for the user without knowing user's attributes, the commitment scheme and set-member proof technique are employed. Meanwhile, we lighten the decryption cost by outsourcing costly operations to the cloud server without degrading the attribute privacy. Our scheme realizes the security in the standard model.
The main contributions of this work can be summarized as follows:
1) We propose a basic Multi-Authority CP-ABSC (MACP-ABSC) scheme and a privacy-preserving extension to protect the privacy of attributes. Based on the discrete logarithm assumption, the hiding property of the commitment scheme and the zero-knowledge property of the proof of knowledge technique, the privacy of attributes can be guaranteed throughout the data sharing process. To the best of our knowledge, we are the first to design a MACP-ABSC scheme with the ability of attribute privacy protection.
2) The verification mechanism of our construction does not require a plaintext message or the data owner's public key. Further, the scheme supports any monotone Boolean function predicates represented by monotone span programs (MSP) for signing and encryption.
3) We design an outsourcing paradigm to alleviate the computation overhead for users. By using the partial/full decryption approach, we outsource the costly operations to the cloud to save computational resources for users without degrading the attribute privacy. The security analysis, asymptotic complexity comparison and implementation results indicate that our construction can balance the security goals with practical efficiency in computation.
B. RELATED WORKS 1) ACCESS CONTROL SCHEMES BASED ON ABE
Attribute-based encryption, first introduced by Sahai and Waters [20] , enables the sensitive data to be shared among different data users according to the predefined access policies (or predicates). Many works on ABE, as in [21] - [27] , have been presented to propose secure and usable solutions to the problem of data access control in untrusted cloud servers. In [21] , to improve the efficiency, the authors formulated outsourced ABE scheme and proposed several constructions with outsourced decryption and key generation. To verify the correctness of outsourced decryption, Lai et al. [22] proposed a verifiability mechanism to enable the user to efficiently check the partial decryption result computed by the cloud server. Zhang et al. [23] proposed an anonymous ABE scheme by hiding the access policy in ciphertext and performing test operation before decryption to check that if the secret keys match the hidden encryption predicate. However, the scheme only supports AND gate access policy and realizes security in the random oracle model. Moreover, the privacy of attributes cannot be guaranteed in key generation phase. In [24] and [25] , ABE scheme with computation outsourcing is constructed for data access control in fog-computing system. The heavy computation overhead of encryption or decryption is outsourced to the fog nodes, which results in a significant efficiency improvement of the end user's resource-constraint devices. Rohit et al. [26] and Wang et al. [27] proposed hierarchical ABE to provide fine-grained access control, full privilege delegation and scalable attribute revocation.
In many ABE schemes, the attribute universe is assumed to be managed by a single authority. This premise may not be appropriate for the practical requirements, where users' attributes may be issued by different authorities. For example, the patient ''Alice'' may encrypts her sensitive health records under the encryption predicate as ''(Doctor ∨ Researcher) ∧ Female ∧ age ∈ [40, 50] '', and uploads the ciphertext to the cloud. Then only the female doctors or researchers aged from 40 to 50 can access the Alice's health data. Since the attribute ''Doctor'' can only be certified by a hospital and the attribute ''Researcher'' can only be issued by a research organization, it is required that the access right of the data user should be authorized by different authorities. To solve this problem, Chase [28] proposed multi-authority ABE (MA-ABE) scheme. In MA-ABE, there are multiple independent attribute authorities, each of which monitors a set of attributes. The data user has the ability to access the encrypted data if and only if he holds a certain number of attributes from each attribute authority. Since a central authority is still employed in [28] , an improved MA-ABE scheme which uses Pseudo Random Function and 2-party key exchange mechanism was proposed in [29] to remove the central authority. However, since each pair of authorities must involve in a key exchange protocol, a new joined attribute authority has to cooperate with all the other authorities, which incurs a heavy communication and computation overhead. Recently, many MA-ABE schemes have been proposed, as in [11] - [17] and [30] - [36] . Han et al. [11] , [12] constructed a multi-authority CP-ABE (MACP-ABE) scheme to provide confidentiality and finegrained control in a decentralized setting. The scheme does not require a central authority and can protect the user's privacy. Nevertheless, the scheme is not collusion resistant and cannot provide authentication. In [13] , a secure data access control scheme with attribute revocation and decryption outsourcing is proposed. However, the security of [13] is realized in the random oracle model. Lewko and Waters [14] constructed a decentralized fully secure MA-ABE scheme. To resist collusion attack, the secret keys of the user issued by different authorities are all tied to his global identity. However, the security is proven in the random oracle model. The scheme is also inefficient due to the longer size of compositeorder group elements. Ruj et al. [15] proposed a decentralized ABE scheme where multiple attribute authorities issue the secret keys to the user. They also adopted a ABS scheme to provide authentication. Sourya and Ruj [16] constructed an efficient data access control scheme for mobile cloud storage system by means of online/offline encryption and outsourced decryption. The scheme also supports user-level revocation. Yang et al. [17] proposed a data access control scheme for multi-authority cloud system. The most costly operations in a decryption algorithm are outsourced to the cloud. Thus the data user only needs to perform one exponentiation to recover the plaintext. However, the attribute privacy cannot be guaranteed since the cloud server has to know user's attributes to execute partial decryption for the user. In [30] , a privilege control mechanism is constructed to provide confidentiality of user's identity and sensitive data. The scheme can resist compromise attack on the attribute authorities, whereas it only supports AND gate predicate and is provably secure in the random oracle model. Li et al. [31] proposed a ciphertext-policy MA-ABE scheme supporting decryption outsourcing and efficient user revocation. The scheme realizes adaptive security in the standard model and supports any monotone encryption predicate. However, the group order in [31] is a product of three primes, which incurs a significant computation overhead on the user side. Nomura et al. [32] proposed a CP-ABE scheme supporting immediate attribute revocation without secret key update, and realizes security in the standard model. The length of the secret key and ciphertext is fixed. Nevertheless, the encryption predicate is expressed with only AND gate. Chow et al. [33] also considered the problem of attribute revocation in multi-authority ABE schemes. They proposed a framework for constructing MACP-ABE with attribute revocation and outsourced decryption from any pairing-based single-authority ABE. The framework needs the secret keys and ciphertext of underlying ABE can be divided into attribute-independent part and attribute-dependent part. Then by employing a two-round key generation, the attribute-dependent part of secret key can be generated by other authorities in the multi-authority setting. Zhou et al. [34] also proposed an efficient multi-authority ABE scheme supporting attribute revocation. To improve the revocation efficiency, only a minimal set of attributes should be updated in order to revoke a user. Meanwhile, the costly computations of encryption and revocation are outsourced to the cloud server, which makes the scheme more scalable. To overcome single-point bottleneck and low efficiency of multi-authority ABE scheme, Xue et al. [35] proposed a heterogeneous data access control framework with an auditing mechanism. User legitimacy verification is separated from secret key generation phase, and multiple attribute authorities are involved in the system to share the heavy load of user legitimacy verification. A central authority is only responsible for the secret key computation without verification. Since multiple attribute authorities can work in parallel, the efficiency of the scheme can be greatly improved. Singlepoint bottleneck problem is also considered in [36] . In [36] , the authors constructed TMACS for public cloud storage system. Taking the advantage of (t, n) threshold secret sharing, the master secret key can be shared by multiple authorities, and a legal user can obtain the secret key from at least t authorities. Moreover, a hybrid scheme is proposed in [36] to achieve security and system-level robustness. In hybrid scheme, the attribute universe is divided into multiple disjoint sets, each of which is managed by n authorities. In secret key generation phase, t authorities monitoring the same attribute set containing the corresponding attribute jointly generate the secret key for the user.
In attribute-based cryptography with outsourced decryption, attribute privacy is involved in three phases: secret key generation, encryption and decryption. In our construction, we realize the attribute privacy protection in secret key generation and decryption. Since the signing and encryption predicates are contained in ciphertext, some attribute information can be obtained by data user or cloud server. However, due to the high policy expressiveness (any monotone Boolean function) and the distribution of attribute control over many independent authorities, the selection of signing and encryption predicates can preserve the attribute privacy. For example, assume there are three attribute authorities {AA 1 , AA 2 , AA 3 } supervising different attribute sets. AA 1 = {Faculty, Student, Male, Female}, AA 2 = {Computer Science, Engineering, Chemistry} and AA 3 = {University A, University B}. When a student major in computer science of university A wants to upload a message to the cloud, he/she can define the signing predicates for each authority as
. Although the cloud server can know that the message has been signed and uploaded by a data owner with attributes satisfying R s,1 , R s,2 and R s, 3 , it cannot obtain the exact attributes of the data owner. Another solution to address the attribute privacy in ciphertext is anonymous ABE [23] . However, how to hide the attribute information in ciphertext while supporting high policy expressiveness, outsourced decryption and multi-authority is a challenge and thus will be our future work.
2) ATTRIBUTE-BASED SIGNATURE AND MULTI-AUTHORITY ATTRIBUTE-BASED SIGNATURE ABS was first introduced by Maji et al. [37] . Due to anonymity and authentication properties, many ABS schemes have been proposed, such as [3] and [38] - [40] . Similar to ABE, to overcome the drawback that only a single authority exists in the system, the concept of MA-ABS was introduced in [41] and [42] , in which there are multiple authorities and each authority is responsible for issuing a secret key associated with a category or sub-universe of attributes.
3) ACCESS CONTROL SCHEMES BASED ON ABSC
ABSC scheme, first introduced by Gagné et al. [5] , is a logical mixture of ABE and ABS and can support many practical properties, including fine-grained access control, confidentiality and authentication. Recently, many data access control schemes based on ABSC have been proposed, as in [6] - [10] . Sreenivasa and Dutta [6] proposed a Key-Policy attributebased signcryption scheme that supports any monotone Boolean function and constant size ciphertext. However, the message confidentiality and unforgeability of the scheme against selectively adversary are proven under decisional Bilinear Diffie-Hellman Exponent assumption in the random oracle model. Chen et al. [7] focused on the joint security of signature and encryption schemes and presented a CP-ABSC scheme in the joint security setting. However, it cannot support public verifiability since it requires the plaintext message to verify the signature. Liu et al. [8] proposed a secure sharing scheme for a PHR system based on CP-ABE [43] and ABS [37] . However, it is only provably secure in a random oracle model. In [9] , a CP-ABSC based access control scheme with public verifiability is proposed. Although the security is realized in the standard model, the scheme does not consider the attribute privacy protection. Yu and Cao [10] proposed the hybrid access policy ABSC scheme that supports key policy signature and ciphertext policy encryption. The size of the ciphertext is constant and the scheme is proven to be secure in the standard model. Nevertheless, it only supports the threshold access structure in the encryption phase. Moreover, the above ABSC schemes only have a single authority and cannot serve for multiauthority system. 34054 VOLUME 6, 2018 To realize the practical flexibility of MACP-ABSC scheme, to address the anonymous authentication, public verifiability and expressiveness, and also to support attribute privacy protection, we propose privacy-preserving multiauthority data access control scheme PMDAC-ABSC scheme based on the MACP-ABSC.
C. PAPER ORGANIZATION
The remainder of this paper is organized as follows. In section 2, we review the necessary notations and cryptographic background that are used throughout the paper. In section 3, we give the definition and system model of our scheme, and also the security notions and requirements. The details of the scheme and the security proof are elaborated in sections 4 and 5, respectively. Section 6 is dedicated to analyzing the scheme. Finally, we conclude this paper in section 7.
II. PRELIMINARIES
By a R ← A, we denote that a is selected randomly from A. |A| denotes the cardinality of a finite set A. Z p denotes a finite field with prime order p, and Z * p stands for Z p \ {0}. A (x) → y denotes that y is computed by running algorithm A with input x.
[n] represents the set {1, 2, . . . , n}. a (i) denotes the ith element of the vector a. A function : Z → R is negligible if, for any z ∈ Z, there exists a k such that (x) < 1 x z when x > k. We use s and e as subscripts for signing and encryption, respectively. Pr [E] denotes the probability of an event E occurring.
The notion Commit (params, m) → {com, decom} describes the commit algorithm. Decommit(params, m, com, decom) → {0, 1} denotes the decommit algorithm, where the output 1 represents that the decommitment decom can decommit com to m. In this paper, we employ the Pedersen commitment scheme [44] , which exhibits hiding and binding properties. The hiding property means that the plaintext is unknown until the committer releases it. The binding property means that only decom can decommit com.
We use a zero-knowledge proof of knowledge = PoK (α, β, γ ) : y = g α h β ∧ỹ =g αhγ to denote the knowledge of integers α, β and γ such that y = g α h β andỹ = g αhγ hold on the group G = g = h andG = g = h , respectively. The values in parentheses denote the elements to be proven, and all other letters denote the elements that are known to the verifier. Notably, there exists an efficient extractor that can be used to rewind the knowledge from the successful prover. In this paper, we employ the Schnorr proof of knowledge [45] to attest the knowledge of a discrete logarithm. Definition 1 (Bilinear Maps [13] ): Let G and G T be two cyclic groups with the prime order p and g ∈ G be the generator of G. Then the bilinear map e : G × G → G T can be defined as follows: 
Definition 4 (Monotone Span Program (MSP) [46]):
where M is an × n matrix over Z p and ρ is the labeling function ρ :
where µ ∈ {0, 1}.
An MSP computes a monotone Boolean function R:
Definition 5 (Predicates [9] ): Assume U is the universe of attributes. A predicate over U is a monotone Boolean function whose inputs are associated with the attributes of U . Let W ⊂ U is a subset of attributes. A predicate R accepts
Suppose R is a predicate and L R is the set of attributes utilized in R. Then the corresponding MSP for R is a labeled matrix :
. . , b ) and the predicate for which MSP is := (M ×n , ρ) consists of both AND and OR gates. Otherwise, V = 0 and the predicate is an AND gate. In our construction, we consider the signing and encryption predicates consisting of both AND and OR gates [9] .
Definition 7 (Set-Membership Proof [45] ):
. The verifier sends Y , A i , g, h, e to the prover.
Blind. To prove σ ∈ , the prover selects v
Step2. The verifier sends c R ← Z p to the prover. Step3. The prover sends z σ = s − cσ, z r = m − cr and z v = t − cv to the verifier.
Step4.
III. SCHEME AND SECURITY DEFINITIONS
A. DEFINITION OF PMDAC-ABSC SCHEME Our PMDAC-ABSC scheme consists of a MACP-ABSC scheme. The MACP-ABSC scheme consists of the following algorithms. GlobalSetup 1 k . Taking as input a security parameter 1 k , the algorithm outputs the public parameters PP. It also consists of registration phases for users and authorities.
AuthoritySetup (PP). It takes as input PP and outputs the public key and secret key pairs {PK , SK } for the authority.
SecretKeyGen PP, PK j , SK j , PK uid , U . Taking as input PP, PK j , SK j of authority AA j , user's public key PK uid and attribute set U , the algorithm outputs the secret key SK uid,j for the user.
Signcryption M, PP, SK do,j , R s,j , R e,j j∈I . Taking as input the message M, PP, signing and encryption predicates R s,j , R e,j j∈I and the set of signcryptor's secret keys SK do,j j∈I , I is the set of involved authorities in the ciphertext. The algorithm outputs the ciphertext CT .
DeSigncryption PP, CT , PK du , SK du,j j∈I . This algorithm contains two sub-algorithms: Verify (PP, CT ) and Decryption PP, CT , PK du , SK du,j j∈I .
Verify (PP, CT ). Taking as input PP and CT , the algorithm verifies that whether CT is a valid ciphertext. Since the algorithm only intakes public parameters and ciphertext, any trusted party can perform the verification mechanism.
Decryption PP, CT , PK du , SK du,j j∈I . Taking as input PP, CT and , PK du , SK du,j j∈I of data user, output the plaintext M or ⊥.
SK du,j , and
The PMDAC-ABSC scheme has the same algorithms GlobalSetup, AuthoritySetup, Signcryption and DeSign − cryption as the MACP-ABSC scheme. However, we construct the Enhanced_SecretKeyGen instead of SecretKeyGen to compute the secret key for users.
Definition 9: Enhanced_SecretKeyGen Algorithm Enhanced_SecretKeyGen contains two steps: 1) The user U commits the attribute a ∈ U to authority AA j by Commit (params, a) = {com, decom} and uses the set member proof technique PK a : a ∈ AA j with commitment com in Definition 7 to prove that the attribute a is monitored by AA j without revealing anything regarding the attributes to AA j .
2) U proves in zero knowledge U to AA j that U knows the secrets with which the secret key components can be computed. If U is correct, then AA j generates the secret key according to the elements from U and proves in zero knowledge AA j to U that the secret key is well formed. Finally, Enhanced_SecretKeyGen outputs the real secret key with the user's secrets and elements from AA j .
B. SCHEME MODEL
As shown in Fig. 1 , our PMDAC-ABSC scheme has four types of entities: global certificate authority (CA), users (including signcryptors and designcryptors), independent attribute authorities (AAs) and cloud server. Global Certificate Authority (CA): CA generates the public parameters for the system by performing GlobalSetup algorithm. CA is also responsible for the users' and authorities' registrations. During the registration, CA can verify the identity of the legitimate user and authority.
Attribute Authority (AA): AA can initialize itself to setup its public and secret keys using AuthoritySetup algorithm. To compute the secret keys for users, the authority verifies the user's identity and generates the secret keys by running SecretKeyGen algorithm according to the user's attributes. SecretKeyGen algorithm can be further extended to Enhanced_SecretKeyGen algorithm to protect the attribute privacy.
From a high-level point of view, Enhanced_SecretKeyGen forms a two-party computation (2PC) protocol [29] for the functionality F between the user U and authority AA j . F takes as public input the authority's public key PK j , the user's public key PK uid and the attribute set AA j . It also receives as secret input the user's attribute set U and the authority's secret key SK j . It outputs the result of SecretKeyGen to the user.
1) CLOUD SERVER
Cloud server is responsible for storing sensitive data uploaded by data owners. It can also provide corresponding access to data users. Since our scheme supports public verification, the cloud server can verify that the ciphertext is valid and is signcrypted by the data owner whose attributes satisfy the signing predicates contained in the ciphertext. If the ciphertext is not valid, the cloud server can reject it. The cloud server can also perform PartialDecryption algorithm to help data user decrypt the ciphertext with user's transformed secret key.
2) DATA OWNER (SIGNCRYPTOR)
When the data owner signcrypts a message, he/she can select signing and encryption predicates for each authority and outsource the resulting ciphertext to the cloud server by running Signcryption algorithm. To successfully outsource the ciphertext, the data owner's signing attributes should satisfy the signing predicates. We assume that the ciphertext implicitly contains the signing and encryption predicates. Only legally registered users can endorse the data, and only users satisfying the predicates can decrypt the data.
3) DATA USER (DESIGNCRYPTOR)
To access the sensitive data, the decryption attributes of the data user should satisfy the encryption predicates specified by the data owner during the signcryption phase. Since the data users are always resource limited, we employ two techniques to improve the efficiency of the data user. The first one is public verification. The data user can use any trusted third party to check the validity and integrity of the ciphertext, and do not need to perform verification on his own device. The second one is outsourced decryption without degrading the attribute privacy. Since the most computation-consuming job of decryption is offloaded on the cloud server, the efficiency of Decryption algorithm can be significantly improved on the user side.
C. THREAT ASSUMPTION
Assume the global central authority CA is fully trusted. The attribute authorities can honestly issue the secret key for the user and will not collude with the user to access the sensitive data. However, the attribute authorities can be corrupted and disclose the information sent from the data user to the adversary. The cloud server is honest but curious. It will execute the protocol in general but will attempt to collect the user's private information and get illegal access privileges. The users are malicious, and can collude with other users and even the cloud server to sign or decrypt the unauthorized data.
D. SECURITY NOTIONS 1) SECURITY OF COLLUSION ATTACK
The PMDAC-ABSC scheme is secure against collusion attack of users and cloud server if no polynomial time adversaries can sign the plaintext or decrypt the ciphertext by cooperating with each other when they are individually unauthorized to sign or decrypt the data.
2) SECURITY MODELS OF PMDAC-ABSC SCHEME WITH SecretKeyGen ALGORITHM
The confidentiality, unforgeability and signcryptor privacy of our PMDAC-ABSC scheme are presented in Definition 10, 11 and 12 as follows by defining the security games between a challenger and an adversary A. 
Guess. A outputs a guess bit £ on £. A wins the game if £ = £.
The advantage of A is defined by Adv
Definition 11 (Ciphertext Unforgeability):
Existential unforgeability under selective signing predicate and adaptive chosen message attack (EUF-sSP-CMA).
We say that the proposed scheme is (T , q sk , q SC , q DS , )-EUF-sSP-CMA secure if for any PPT adversary A running in time at most T that makes at most q sk SecretKey queries, q SC Signcryption queries and q DS DeSigncryption queries, the advantage Adv
of A is at most in the following game.
Init. The adversary A submits a set of corrupted authorities with index I and challenge signing predicates R s, 
3) SECURITY MODEL OF Enhanced_SecretKeyGen
We consider the security of Enhanced_SecretKeyGen algorithm against two types of adversaries: the malicious user and malicious authority. For the malicious user U , it is required that U cannot obtain more information in Enhanced_SecretKeyGen than in SecretKeyGen algorithm. For the malicious authority AA j , it is required that Enhanced_SecretKeyGen reveals nothing regarding the user's attributes. Definition 13: Enhanced_SecretKeyGen is secure against the malicious user U if there exists a simulator Sim such that for the security parameter 1 k , there is no efficient distinguisher D can distinguish the real key generation protocol from the ideal key generation protocol with more than a nonnegligible advantage.
Real Key Generation Protocol: The adversary U , as a malicious user with the attribute set U = U d ∪ U s , execute the interactive Enhanced_SecretKeyGen algorithm with authority AA j . Enhanced_SecretKeyGen outputs the secret key for A.
Ideal Key Generation Protocol: A honest user U h with the same public key and attribute set U as U , execute the SecretKeyGen PP, PK j , SK j , PK U , U with AA j and obtains the secret key.
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Definition 14: Enhanced_SecretKeyGen is secure against the malicious authority AA j if there is no PPT AA j can win the following game with more than a non-negligible advantage.
Init. AA j submits PK U 0 , U 0 and PK U 1 , U 1 to the challenger C.
Challenge. Give the malicious authority AA j two black-box oracles
C chooses a bit b ∈ {0, 1}, and executes Enhanced_SecretKey Gen U b ↔ AA j and Enhanced_SecretKeyGen 
E. SECURITY REQUIREMENTS
Our PMDAC-ABSC scheme needs to satisfy the following five security requirements.
• Message Confidentiality: Unauthorized users cannot access the sensitive data if the decryption attributes of the user do not satisfy the encryption predicates formulated during the signcryption phase by the data owner.
• Ciphertext Unforgeability: Unauthorized users who do not have the privilege to signcrypt the data cannot create a valid ciphertext which can be successfully verified to satisfy the signing predicates.
• Signcryptor Privacy: The data user should not know the attributes used by the data owner to signcrypt the sensitive data.
• Collusion Resistance: The colluders (users and cloud server) cannot sign the plaintext (collusion resistance of signing) or decrypt the ciphertext (collusion resistance of decryption) by cooperating with each other when they are individually unauthorized to sign or decrypt the data.
• Attribute Privacy: To guarantee user's privacy, it is required that the attribute authorities and the cloud server should not know user's attributes during the secret key generation phase and designcryption phase.
IV. CONSTRUCTION OF PMDAC-ABSC SCHEME
In this section, we propose the construction of PMDAC-ABSC scheme in detail. TABLE 1 summarizes the notations used in our scheme.
A. HIGH-LEVEL OVERVIEW
Basically, the PMDAC-ABSC scheme contains four phases: system initialization, secret key generation, data outsourcing and data designcryption.
• System Initialization: In this phase, CA generates the system public parameters. CA is also responsible for the registrations of attribute authorities and users.
• Secret Key Generation: The legal user can request secret key from attribute authorities in this phase. The secret key can be divided into three parts: common secret key, decryption secret key, and signing secret key.
• Data Outsourcing: After define the signing and encryption predicates, the data owner can signcrypt the plaintext under the signing and encryption predicates, and then upload the ciphertext to the cloud server. To improve the efficiency, the data owner can first encrypts the data by a symmetric encryption scheme and then signcrypt the encryption key. Since our scheme is public verifiable, the cloud server can check that whether the ciphertext is valid and has been signed by the user whose signing attributes satisfy the signing predicates. If the ciphertext is not valid, the cloud server will not store the data.
• Data Designcryption: When the data user queries the sensitive data, the cloud server first runs a partial decryption algorithm and returns a partial ciphertext to user if user's identity is legal and the decryption attributes of user satisfy the encryption predicates contained in the ciphertext. The data user then performs a full decryption on the partial ciphertext and obtains the data. The work flow of our PMDAC-ABSC scheme is shown in Fig. 2 . Compared with some MA-ABE schemes [14] - [16] and MA-ABS schemes [37] , our scheme employs a global certificate authority CA which is responsible for assigning unique identities and registering all users and authorities. CA is also required to publish the public-key-certificate of each valid user for identity verification. However, CA is not involved in any attribute management and the creations of the secret keys that are associate with attributes. Without CA, it is difficult to tie together components of a user's secret key and use the key randomization method to prevent collusion attack [13] , [17] . For example, in [12] , the colluders can just use their secret keys to decrypt the unauthorized ciphertext encrypted with the subset of the colluding user's combined attribute set. In some MA-ABE schemes such as [14] - [16] , a random oracle H (GID) is used to tie the secret keys issued by different authorities. Since our scheme realizes security in the standard model, we employ CA to assign global unique PK uid = g µ as the public key with which the secret keys generated by different attribute authorities can be tied together for decryption. Thus the collusion resistance can be guaranteed. Additionally, with the help of CA, we can improve the privacy of our scheme by realizing the identity authentication and preventing authorities from forging a virtual user to decrypt the ciphertext. In secret key generation phase, the attribute authority verifies user's certification using the verification key of CA and then generates the secret key for the user. In designcryption phase, the cloud server can verify user's identifier and perform the partial decryption algorithm if the user is valid.
B. SCHEME CONSTRUCTION 1) SYSTEM INITIALIZATION During the initialization phase, the system generates the public parameters and registers for the data user and authority.
After registration, the authority initializes itself by running AuthoritySetup (PP) algorithm. CA verifies the identity description info submitted by the user. If it is a valid user, CA selects a unique identity number uid and sends PK uid = g µ to the user as the public key. The public key certificate is set by CA as cert (uid) = Sign sk CA (uid, PK uid ). µ is difficult for each user and authority to compute or learn.
CA verifies the identity description info submitted by the authority. If it is a valid authority, CA selects a unique identity number aid ∈ [1, N ] for the authority.
AuthoritySetup (PP). Each authority AA j runs this algorithm to initialize itself, where
and secret key SK j = α j , x j , y j , z j ,
2) SECRET KEY GENERATION
After the registration, the newly joined user with identity uid needs to request a secret key from authority AA j , AA j verifies the user's cert (uid) with verification key vk CA . If it is a valid user, AA j runs SecretKeyGen algorithm described as follows to generate the secret key for user. SecretKeyGen PP, PK j , SK j , PK uid , U . AA j samples ω uid,j , θ uid,j , δ uid,j randomly from Z p . Then, the algorithm runs the following as follows:
ComKeyGen PP, ω uid,j , θ uid,j , δ uid,j . Output for user the common secret key
DecKeyGen PP, PK j , SK j , PK uid , U d . Output for user the decryption secret key
SignKeyGen PP, PK j , SK j , PK uid , U s . Output for user the signing secret key
Finally, AA j outputs the secret key SK uid,j for user as SK uid,j = CK uid,j , DK uid,j , SGK uid,j .
3) DATA OUTSOURCING
The data owner with identity uid runs the Signcryption algorithm as follows to signcrypt the sensitive data under the defined signing and encryption predicates before outsourcing the data to the cloud server. As in [13] , the owner can also first encrypts the data by a symmetric encryption scheme and then signcrypt the encryption key with Signcryption algorithm.
Signcryption M, PP, SK uid,j , R s,j , R e,j j∈I . The algorithm takes as input M, PP, SK uid,j , R s,j , R e,j j∈I , where M ∈ G T , R s,j , R e,j are signing and encryption predicates respectively, and I is the set that consists of the indexes of the authorities whose attributes are selected to encrypt M. SK uid,j is the signcryptor's secret key. For each authority AA j where j ∈ I , R s,j AA s j ∩ U s = 1. Here, R s,j := M s,j , ρ s,j , R e,j := M e,j , ρ e,j where M s,j (resp. M e,j ) is an s,j × n s,j (resp. e,j × n e,j ) matrix. Let M i s,j (resp. M i e,j ) be the ith row of the matrix M s,j (resp. M e,j ). We remove the limitation that ρ e,j should be an injective function. For j ∈ I , the algorithm runs as follows:
Since R s,j AA j ∩ U s = 1, the algorithm computes a vec-
The existence of such a vector − → t j is discussed in Definition 6. Choose δ uid,j R ← Z * p and re-randomize the secret key as K s uid,j = g α j g
Pick s j , s j R ← Z p for each j ∈ I such that I s j = 0 and set − → ε j = s j , ε j,2 , . . . , ε j,n e,j ∈ Z n e,j p ,
Select r j,1 , r j,2 , . . . , r j, e,j R ← Z p . The algorithm computes the following terms:
.
where tt is the current time.
4) DATA DESIGNCRYPTION
If the owner's attributes satisfy the signing predicates implicitly contained in the ciphertext, then any party can successfully verify the ciphertext (public verifiability). If the receiver's decryption attributes satisfy the encryption predicates embedded in the ciphertext, then the decryption phase can be launched to access the plaintext. DeSigncryption PP, CT , PK uid , SK uid,j j∈I . Assume that thre tt is a predefined time threshold for designcryption and tt is the current time. If tt − tt > thre tt or R e,j AA j ∩ U d = 1 for any j ∈ I , the algorithm returns ⊥. Otherwise, the algorithm performs as follows.
Verify (PP, CT ).
C j,5,i , R s,j , R e,j = β j . Check the validity of the ciphertext using the following equation I j , as shown at the bottom of this page.
If it is invalid, return ⊥, otherwise, proceed as follows. Decryption PP, CT , PK uid , SK uid,j j∈I . In some previous works, such as [13] , [16] , and [17] , the user sends the secret keys corresponding to the attributes directly to the cloud server. If the server knows the user's attributes, it can calculate the constant numbers {σ i } i∈[ e,j] which can reconstruct the shared secret s as
σ i λ i = s, and then perform the bilinear pairing operation on the pair of secret key and ciphertext component for each row of the encryption predicate matrix. However, this technique cannot be applied to our scheme, as the cloud server cannot know the user's attributes. In our construction, we embed the constant numbers {σ i } i∈[ e,j] into secret keys as exponentials before sending them to the cloud. However, according to Definition 5, for all ρ e,j (i) / ∈ AA j ∩ U d we have σ i = 0. If {σ i } i∈ [ e,j] are directly embedded, the secret keys associated with ρ e,j (i) ∈ AA j ∩ U d are distinguishable from the keys associated with ρ e,j (i) / ∈ AA j ∩ U d ; thus, the cloud server can infer the user's attributes. Therefore, to make the cloud server's view on secret keys corresponding to each ρ e,j (i) computationally indistinguishable, we randomize the secret keys with some random numbers chosen from Z * p . The designcryptor randomly chooses secret values φ, r 
j,i i∈[ e,j] j∈I
to the cloud server. For the transformed secret key TSK uid,j , it is infeasible for the cloud server to distinguish the components {W i , P i , F i } i∈[ e,j] associated with ρ e,j (i) ∈ AA j ∩ U d from the components associated with ρ e,j (i) / ∈ AA j ∩ U d , due to the randomly chosen numbers φ, r, a j,i , b j,i , c j,i .
Then Decryption can be divided into the following two sub-algorithms.
PartialDecryption PP, CT , PK uid , SK uid,j j∈I . This algorithm is performed by the cloud server. The cloud sends
, CT x to the user, 
C. CORRECTNESS
Assume the signcryptor's identity is do. If tt − tt ≤ thre tt and R e,j AA j ∩ U d = 1 for each j ∈ I, then the ciphertext can be verified and decrypted as explained subsequently.
A j,ρ s,j (i) (δdo,jvj,i+tj,i) .
This demonstrates the correctness of Verify algorithm. If α j s j = M. This exhibits the correctness of Decryption algorithm.
D. PUBLIC VERIFIABILITY
The Verify (PP, CT ) algorithm only takes as input the public parameters and ciphertext. Therefore, any user or cloud server who can access the ciphertext can check whether the signcryptor's attributes satisfy the signing predicate. Thus our construction is public verifiability. Enhanced_SecretKeyGen PP, PK j , SK j , PK uid , U . Taking as input the public parameter PP, PK j , SK j of AA j , PK uid of user U with attributes U , the algorithm outputs the secret key as follows.
To commit the attribute a x , U computes 1 . Namely, in Definition 7, we set
Finally, U computes the following terms: 1 
, and 1 
to construct the proof of 
If all of the above equations hold, U computes the secret key as: 
V. SECURITY ANALYSIS
In this section, we prove the security of our PMDAC-ABSC scheme. In Theorem 1, 2, 3 and Theorem 4, we analyze the security of PMDAC-ABSC scheme with basic SecretKeyGen algorithm. Then in Theorem 5 and Theorem 6, we demonstrate the security of Enhanced_SecretKeyGen algorithm.
Assume AA * is the j * th authority. For all j ∈ [N ], l e,max , n e,max , l s,max , n s,max are the maximum values of e,j , n e,j , s,j , n s,j j∈ [N ] . u max is the maximum number of AA j . T e is the cost time for one exponentiation in group G or G T , and T p is the cost time for one pairing operation. Suppose that the Hash functions H 1 , H 2 , H 3 are collision resistant.
A. MESSAGE CONFIDENTIALITY
Based on the security model defined in Definition 10, the proposed scheme guarantees the message confidentiality against static corruption of authorities, which can be reduced to the hardness of the q-PBDHE assumption. 
Proof: Assume A can (T , q sk , q SC , q DS , ) break our scheme, we will construct the algorithm B as follows: B is given with the q-PBDHE challenge instance Y. The challenger C runs GG (1 k ) → (e, p, G, G T ) 
i∈ [l] .
Set g µ for A as the public key and assign the identity uid to A.
Authority Setup. 1) For the authority AA j with j ∈ I , B chooses
2) For the authority AA j with j ∈ I I * , B does the same as 1) and generates the public key and secret key pair PK j , SK j for AA j . B sends PK j to A.
3) For the authority AA * , B chooses α , η, y, z R ← Z p and implicitly sets α = α + a q+1 , x = ηa. Then * = e(g, g) 
, where
z+ax for each signing attribute as the signing attributes are different from encryption attributes. B sends
, B * a x a x ∈ AA * to A. 4) For the authority AA j with j ∈ I * and AA j = AA * , B does the same as 2) except that for each a x ∈ AA j , A j,a x = g ϕ j,x i∈X g aM
where X is the set consisting of the indexes i ∈ e,j with ρ e,j (i) = a x and ϕ j,x
SecretKey query O sk U , AA j . A adaptively queries the secret key for a user U with identity uid and a set of attributes
2) For the authority AA * , B chooses r, t,
The decryption secret key is
Signcryption query O SC M, R s,j , R e,j j∈I . B selects a signing attribute set U s such that R s,j AA j ∩ U s = 1 for all j ∈ I and computes the secret key CK j , SGK j and returns the ciphertext CT ← Signcryption M , PP, CK j , SGK j , R s,j , R e,j j∈I to A.
DeSigncryption query
If AA * is not involved in the generation of CT , or U d does not satisfy R * e , then B obtains the secret key from O sk U , AA j , and returns the output of DeSigncryption(PP, CT , PK , SK ) to A. Otherwise, assume AA j = AA * is jth authority, π j = H 2 C j,1 . If signature is invalid, B returns 
1) For the authority AA j with j ∈ I * and AA j = AA * ,
− → ε j , and r i = r i − sb i |I * |−1 for all i ∈ e,j . Then B computes CT using Signcryption algorithm. Note that:
Re-randomize the signing secret key with δ * and implicitly set δ
B implicitly sets r i = r i + sb i for all i ∈ * e and computes:
α s i∈I * \AA * e(g, g) α i s . B sends the challenge ciphertext CT * to A. Phase 2. Phase 1 is repeated. In this phase, A cannot issue DeSigncryption query with the challenge ciphertext CT * and attribute set U d such that R e,j AA j ∩ U d = 1 for all j ∈ I * .
Guess.
A outputs his guess £ on£. If £ =£, B outputs 0 and guess that = e (g, g) a q+1 s ; otherwise, B outputs 1 to indicate that is a random element in G T .
If A issues DeSigncryption query with the ciphertext satisfying C j,1 = g s j = g s , then the simulation aborts. The probability of this type of event is at most g) a q+1 s and B does not abort, then CT * is a valid ciphertext of M 0 . Thus, in this case, the advantage of A is Pr £ =£ | £ = 0 > 
B. CIPHERTEXT UNFORGEABILITY
The ciphertext unforgeability of our scheme is formulated through existential unforgeability under selectively signing predicates and adaptive chosen message attack model as defined in Definition 11.
Theorem 2: If an adversary A can break (T , q sk , q SC , q DS , )-EUF-sSP-CMA security of our scheme, then there is an algorithm B that can solve the q-PBDHE assumption with an advantage
Proof: Assume A can (T , q sk , q SC , q DS , ) break our basic scheme, we will construct the algorithm B as follows: B is given with the q-PBDHE challenge instance Y. The challenger C runs GG(1 k ) → (e, p, G, G T ) to generate the bilinear group and chooses £ ∈ {0, 1}. If
Init. The same as defined in Definition 11. Assume M * s is a * s × n * s matrix and n * s < q.
. 
. For which there is no i such that ρ * 
For AA * , s j = s , B performs as follows: 1) Assume the components of CT * corresponding to AA * is
and then break the q-PBDHE assumption by computing e g a q+1 , g s . Let E 1 be the event that j * / ∈ I in the forgery phase, E 2 be the event that L b = 0 in some Signcryption query and E 3 be the event that 
C. SIGNCRYPTOR PRIVACY
Based on the security model defined in Definition 12, our scheme guarantees signcryptor privacy and ensures that one cannot guess the set of signing attributes of a signcryptor used to sign a plaintext.
Theorem 3: Our scheme guarantees the signcryptor privacy.
Proof: The challenger sends PP, PK , PK j , SK j I to the adversary A. Then A outputs two signing attribute 
D. COLLUSION RESISTANCE
In our scheme, the secret keys of each user are associated the random elements ω uid,j , θ uid,j , δ uid,j chosen by AA j , and the g µ picked by CA where µ is difficult for each user, authority and cloud server to compute or learn. Therefore, the colluders cannot selectively replace or convert the components of the secret key under the discrete logarithm assumption.
Theorem 4: Our scheme is secure against the collusion attack of unauthorized users and cloud server.
Proof: For the signcryptor, the Theorem 2 guarantees that no colluders such as data user or cloud server can generate the signature by combining their information if they are individually unauthorized to sign the plaintext. Otherwise, the colluders can build an adversary and output a forgery to win the game in Definition 11.
For the designcryptor, beside the Therefore, the colluding users and cloud server cannot sign or decrypt the data, even though their combined attribute set satisfies the access policy.
E. SECURE ANALYSIS OF Enhanced _SecretKeyGen
Enhanced_SecretKeyGen algorithm is secure against malicious user means that by executing Enhanced_SecretKeyGen with a honest authority, the malicious user cannot know anything which he/she cannot know by executing the basic SecretKeyGen algorithm. 3 are randomly chosen from Z p , the outputs of AA j are computationally indistinguishable. Hence, there is no efficient distinguisher D can distinguish the real key generation protocol from the ideal key generation protocol.
Enhanced_SecretKeyGen algorithm is secure against malicious authority means that the malicious authority cannot know anything about the user's attributes when executing Enhanced_SecretKeyGenalgorithm.
Theorem 6: Enhanced_SecretKeyGen is secure against malicious authority AA j .
Proof: Init. AA j submits PK U 0 , U 0 and PK U 1 , U 1 to the challenger C.
Challenge. Give the malicious authority AA j two blackbox oracles O 0 and O 1 . C chooses a bit b ∈ {0, 1}, and executes Enhanced_SecretKeyGen U b ↔ AA j and Enhanced_SecretKeyGen U 1−b ↔ AA j . C returns the outputs SK b,j and SK 1−b,j to AA j . VOLUME 6, 2018 Upon receiving the two secret keys from C, 
VI. SCHEME ANALYSIS A. SECURITY AND FUNCTIONALITY
In this subsection, we detail the comprehensive security and functionality comparison among the proposed scheme and some MACP-ABE based schemes [12] - [17] and ABSC schemes [7] - [10] in Table 2 and Table 3 . Therein, represents the capability to achieve the corresponding index, whereas denotes the opposite. MBF represents monotone Boolean function, and TG represents the threshold gate. Table 2 and Table 3 show that our scheme supports many useful properties, such as collusion resistance, privacy protection, expressiveness, computation outsourcing, anonymous authentication, multi-authority and public verification. Our scheme also realizes the security in the standard model.
B. PERFORMANCE
This subsection numerically analyzes the performance of the proposed scheme against some existing CP-ABSC based schemes [7] - [10] and MACP-ABE based schemes [12] - [17] in terms of the size of secret key and ciphertext and computation overhead (number of required exponentiations and pairing computations) of Signcryption and DeSigncryption algorithms. In the rest of this section, assume that U d max is the maximum number of decryption attributes of a user. T e G and T e G T denote the running time required for one exponentiation in G and G T , T p is the running time for one pairing operation.
|G| and |G T | denote the size of the element in G and G T . For simplicity, we assume that the number of decryption (verifying) attributes required in DeSigncryption phase is also l e,max l s,max and ignore the cost time of Hash functions and operations in Z p . Table 4 details the storage comparison on MACP-ABE based schemes. It is clear that the size of the decryption secret key of our scheme is larger than other schemes because to protect the attributes of the user, we employ the commitment scheme and zero knowledge proof in key generation phase and hence introduce uid,j , R uid,j , V uid,j , V uid,j j∈ [N ] , whereas the schemes in [13] - [17] do not consider the privacy of attributes. Compared with [12] , we consider the anonymity authentication that incurs 3N |G| in the common secret key. Table 4 also illustrates that our scheme incurs more storage overhead of ciphertext than others, except for those in [15] and [16] . This occurs because the ciphertext in our scheme consists of S 1,j,i i∈ [ s,j] , S 2,j j∈ [N ] and C j,5,i i∈ [l e,j] j∈ [N ] , which are used for verification and collusion attack resistance. Table 5 shows the computation overhead comparison of Signcryption (without signing) and Decryption algorithms. Compared with [12] , our scheme introduces 2Nl e,max T e G to construct C j,5,i for collusion resistance. For decryption, our construction requires one pairing operation on the user side, which is more efficient than [12] , [14] , and [15] . Compared with [13] , [16] , and [17] , our scheme additionally incurs T p + 3N + 3Nl e,max T e G computation overhead on the user side to protect the privacy of attributes when offloading PartialDecryption on cloud server resources.
Assume that U max is the maximum total number of attributes of a user. If we set N = 1, then the proposed scheme is a traditional CP-ABSC scheme. In Table 6 , we compare the asymptotic complexity of our scheme with CP-ABSC schemes [7] - [10] . As seen from Table 6 , the size of the secret key is linear to the size of the attribute universe, which is not different between our scheme and others. To protect the privacy of the attributes and to resist the collusion attack, we also introduce 4 |G| and 4 + l e,max |G| storage overhead in the secret key and ciphertext, respectively. However, Table 6 indicates that our scheme incurs less computation overhead of DeSigncryption on the user side than do the other schemes. Our scheme only requires one pairing computation, but the number of pairings in [7] and [8] is linear to the sum of required decryption and signing attributes. Compared with [9] , our construction requires 4 + l s,max pairing operations in decryption and verification, whereas in [9] , 5 + l s,max pairings are needed. Moreover, if the ciphertext verification is performed by a trusted intermediate party, the receiver in our scheme can decrypt the ciphertext within one pairing operation. Our scheme also employs 3 + 3l e,max exponentiations to compute the transformed secret key and protect the attribute privacy which is not considered in [9] . In [10] , although the size of ciphertext is only 6 |G|, eight pairings are required to recover the plaintext. Additionally, the number of exponentiation in our scheme is 3 + 3l e,max , whereas that for [10] is l s,max + 4l e,max + 4l 2 e,max . Therefore, our scheme performs well concerning privacy protection and is efficient from a computation point of view.
We implement the whole architectures of MACP-ABE based schemes [12] - [17] , CP-ABSC based schemes [7] - [10] and ours with Pairing-based Cryptography (PBC) library version 0.5.14 on an Ubuntu system 14.04 with a 2.6 GHz processor and 4G RAM. We employ 160-bit Type A elliptic curve group constructed on y 2 = x 3 + x, and the computation cost for one pairing operation is 2.1 ms, and that of exponentiation on G and G T are 0.7 and 0.2 ms, respectively. Each value in Figures 3, 4 , 5, 6, 7, and 8 is the mean of 10 simulation trials.
Let N AA be the number of attributes of data user monitored by each authority. For simplicity, assume AA j = AA j ∩ U d = e,max = N AA . Then, the computation overhead comparison of Signcryption (without signing) and DeSigncryption (without verifying) algorithms between our scheme and [12] - [17] can be conducted according to the number of authorities N and the number of attributes per authority N AA . In Fig. 3 and Fig. 5 , we set N = 10, while in Fig. 4 and Fig. 6 , we assume N AA = 10. Fig. 4 show that our scheme and [16] , [17] nearly have the same efficiency in the encryption algorithm and that all incur more computation overhead than do the other schemes. The reason is that our scheme needs 4N + 5Nl e,max T e G and more multiplication in G to compute the ciphertext to achieve attribute privacy protection. Fig. 5 and Fig. 6 illustrate that the performance of our scheme is better than [12] , [14] , and [15] because the most computation-consuming job of decryption is offloaded on cloud server. Compared with [13] , [16] , and [17] , our scheme incurs 3N + 3Nl e,max T e G to compute a transformed secret key and one pairing operation to compute CT R . However, [13] , [16] , and [17] do not consider the privacy of attributes.
Assume that N = 1 and e,max = s,max = N AA . Fig. 7 and Fig. 8 describe the computation overhead comparison of Signcryption and DeSigncryption algorithms among the schemes [7] - [10] . It is clear that the performance of Signcryption of our scheme is nearly the same as that of [7] and [9] and is better than [8] and [10] . Since our scheme and Sreenivasa's scheme [9] are publicly verifiable, the Verify (PP, CT ) algorithm can be outsourced to a trusted party, and the efficient of DeSigncryption on the user side can be greatly improved. Moreover, our scheme needs only one pairing operation on the user side. Overall, our scheme performs well in decryption on the user side and supports additional useful properties such as multiple authorities, anonymous authentication and attribute privacy protection.
VII. CONCLUSION
In this paper, we proposed a PMDAC-ABSC scheme for data sharing in the cloud storage system and the privacy preserving extension to protect the attribute privacy. In our construction, multiple authorities can work independently and issue the secret key for users without knowing a user's attributes. The proposed scheme realizes the security in the standard model and supports many practical properties, such as fine-grained access control, confidentiality, unforgeability, anonymous authentication and public verifiability. The computation overhead of the decryption algorithm is also alleviated by outsourcing the costly operations to the cloud server without degrading the attribute privacy. The security analysis, asymptotic complexity and performance comparisons indicate that our construction can balance the security with overhead efficiency.
In future work, it would be interesting to realize a fully secure MACP-ABSC based access control scheme instead of a selectively secure scheme. Additionally, how to reduce the storage overhead while achieving the same security level is another challenge.
